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Abstract—Federated recommender systems (FedRec) aim to
preserve user privacy by keeping sensitive data on client devices
and sharing only model parameters with a central server.
However, FedRec is still vulnerable to attribute inference attacks
(AIA), where server-side adversaries exploit uploaded parameters
to infer users’ private attributes. Existing approaches face a sub-
optimal privacy-performance trade-off. Privacy-focused methods
mask attribute-related features in representations to protect
sensitive information, but degrade recommendation accuracy.
In contrast, performance-focused methods preserve accuracy
by retaining these features but risk privacy leakage through
uploaded representations. To balance privacy and performance,
we propose PARD, a privacy-aware representation decoupling
framework that explicitly decouples representations into privacy-
relevant and privacy-irrelevant components. Only the privacy-
irrelevant part is uploaded to the server, and the privacy-relevant
part is retained locally. We introduce mutual information (MI)
objectives to realize the decoupling: (1) minimizing MI between
privacy-irrelevant representations and sensitive attributes to
suppress leakage, and (2) maximizing MI for privacy-relevant
representations to retain personalized preference signals. Since
exact MI computation is intractable, we derive variational bounds
and estimate them using privacy estimators under adversar-
ial and cooperative training paradigms. Experimental results
demonstrate that PARD outperforms state-of-the-art methods in
both recommendation accuracy and privacy preservation. The
code is available at https://github.com/XuHao-bit/PARD

Index Terms—Federated Recommendation, Privacy-
Preserving.

I. INTRODUCTION

RECOMMENDER systems (RSs) are vital in modern
online services, offering personalized content and al-

leviating information overload [1]. They support intelligent
service optimization and enhance user experience through
adaptive content delivery. Recent advances in deep learning
have significantly improved recommendation quality by cap-
turing complex user behavior patterns [2]–[6]. In addition,
incorporating auxiliary signals such as user attributes [7]–[9],
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Fig. 1. A typical federated recommender system (FedRec) and its vulnera-
bility to attribute inference attacks.
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Fig. 2. The privacy-coupled user preferences reveal sensitive attributes
through interaction patterns.

social relationships [10], [11], and user locations [12]–[14] has
further improved recommendation performance.

However, most RSs adopt centralized paradigms that require
collecting user data on remote servers. This centralized setup
raises serious privacy concerns, especially as user awareness
grows and strict regulations like GDPR [15] come into force.
To mitigate such risks [16]–[19], federated recommender sys-
tems (FedRec) have been proposed, inspired by Federated
Learning (FL) [20]. As illustrated in Fig. 1, FedRec allows
each client (user) to keep their private data locally while
collaboratively training a recommender model. The typical
model architecture comprises a user encoder, an item encoder
for learning representations, and a prediction layer for rating
prediction. During training, clients update model parameters
based on their private data. Then, these parameters are peri-
odically uploaded to a central server, which aggregates them
using algorithms like FedAvg [20] and distributes the updated
model back to clients. This decentralized setup helps to reduce
the risk of direct data exposure [20].

Despite this, FedRec remains vulnerable to privacy risks,
particularly attribute inference attacks (AIA) [21], [22]. In
such attacks, as illustrated in Fig. 1, a malicious server-side
adversary analyzes the uploaded model parameters (e.g., user
and item encoders) to infer users’ sensitive attributes [21],

https://github.com/XuHao-bit/PARD
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Fig. 3. Performance-privacy trade-off between FedRec methods, where our
approach achieves high recommendation performance and privacy effective-
ness.

[23]. This threat stems from the fact that model parameters
inherently reflect user preferences, which are often coupled
with private information. Fig. 2 exemplifies how privacy is
coupled in preferences. Assume a user regards age, gender, and
occupation as private. Her preferences for toys, dresses, and
textbooks may suggest that the user is younger, female, and a
student. In contrast, preferences for food and phone might not
reflect such sensitive attributes. Notably, these privacy-coupled
preferences are implicitly encoded in learned representations,
even if private attributes are excluded from training data [21].
Consequently, adversaries can train inference models to predict
sensitive attributes from uploaded parameters, making AIA a
critical privacy concern in FedRec design.

Existing FedRec methods struggle to balance recommen-
dation performance and privacy protection against AIA, as
shown in Fig. 3. Current approaches generally fall into three
categories: Base FedRec [24], [25] directly adapts traditional
RSs to FL settings without explicit privacy or performance
optimizations. Performance-focused FedRec [26]–[28] learns
privacy-coupled representations and employs personalization
techniques to enhance recommendation performance. How-
ever, they retain privacy-relevant features (i.e., features related
to sensitive user attributes) in the uploaded representations,
making them vulnerable to AIA (Fig. 4 (a)). Privacy-focused
FedRec [21], [29], [30] attempts to defend against AIA
by masking privacy-relevant information via differential pri-
vacy [31] or post-training unlearning [32]. While effective
in reducing attribute leakage, these methods often degrade
recommendation performance by discarding useful privacy-
relevant preference features (Fig. 4 (b)).

To balance privacy and performance, we propose a Privacy-
Aware Representation Decoupling approach, termed PARD
(Fig. 4 (c)). The core idea is to explicitly decouple represen-
tations into two components: privacy-relevant representations,
which encode sensitive attribute-related features, and privacy-
irrelevant representations, which exclude such information.
Only the privacy-irrelevant component is uploaded to the
server, effectively mitigating the risk of AIA. The privacy-
relevant component is retained locally to capture attribute-
driven preference signals. This dual-component design pre-
serves complete preference information for local prediction
while preventing attribute inference on the server.

An intuitive approach is to learn two types of represen-
tations: one for server aggregation and the other for local
retention. However, since privacy information is inherently
coupled with user preferences, merely separating representa-
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Fig. 4. Method comparison between existing FedRec methods and our
approach.

tions cannot guarantee privacy decoupling. To address this,
we employ mutual information (MI) estimation to realize the
decoupling process. First, we minimize MI between privacy-
irrelevant representations and attributes to reduce privacy
leakage. Second, we maximize MI between privacy-relevant
representations and attributes for accurate recommendation.
Moreover, computing mutual information (MI) between high-
dimensional representations and attributes is intractable [33].
To overcome this, we derive variational bounds and esti-
mate them using specially designed privacy estimators. This
formulation allows the decoupling process to be achieved
through the adversarial and cooperative learning paradigms
within federated training. Experiments on real-world datasets
validate that our method achieves strong privacy protection
while maintaining good recommendation performance.

The main contributions of this work are as follows:
• To the best of our knowledge, this is the first privacy-

aware decoupling framework for FedRec against AIA,
which decouples representations into privacy-relevant and
privacy-irrelevant components. This design achieves both
recommendation accuracy and privacy protection.

• We propose mutual information (MI) objectives to
guide privacy-aware representation decoupling and de-
rive tractable variational bounds. We then estimate these
bounds using specially designed privacy estimators under
adversarial and cooperative training paradigms.

• Extensive experiments on three real-world datasets
demonstrate that PARD outperforms several state-of-the-
art privacy-preserving FedRec models in both privacy
preservation and recommendation performance.

The remainder of this paper is organized as follows. Sec-
tion II formally defines the problem. Section III details our
proposed PARD framework. The experimental results and
analyses are presented in Section IV. Section V discusses
relevant literature and distinguishes our contributions from
prior work. Finally, Section VI concludes our findings and
future directions.

II. PRELIMINARIES

In this section, we first illustrate the paradigm of Federated
Recommender Systems (FedRec). Then, we introduce the
details of attribute inference attacks and defense. Finally, we
illustrate the mutual information estimation. For clarity, we
summarize important notations in Table I.
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A. Federated Recommender Systems

We consider a FedRec with M clients and a central server.
Let U = {u1, u2, . . . , uM} and I = {i1, i2, . . . , iN} denote
the sets of users and items, respectively. Each client corre-
sponds to a single user u and maintains u’s interaction set Su.
The Su consists of records in the form of tuples (xu, xi, rui),
where xu ∈ RM and xi ∈ RN are the one-hot encodings of the
user and item IDs, and rui = 1 indicates an interaction (e.g.,
a click or purchase), while rui = 0 indicates no interaction.

The server coordinates model training by collecting and
aggregating model parameters from selected clients. However,
it may passively act as an adversary [20], [34], attempting to
infer users’ private attributes from the uploaded parameters.

Recommender Model. The recommender model on each
client consists of: (1) A user encoder fθu typically imple-
mented as an embedding layer θu = Eu ∈ R1×d, where d
denotes the embedding dimension. (2) An item encoder fθi
implemented as an embedding layer θi = Ei ∈ RN×d. (3) A
prediction layer hϕ typically implemented as a 3-layer MLP
model. The recommender model predicts ratings using:

r̂ui = hϕ([zu, zi]), (1)
zu = fθu(xu), (2)
zi = fθi(xi), (3)

where zu ∈ Rd and zi ∈ Rd are the user and item represen-
tations, respectively. [·, ·] denotes feature concatenation.

Client-side Training. Each client trains its local model by
minimizing the following objective:

min
∑
u∈U

∑
(xu,xi,rui)∈Su

L(r̂ui, rui), (4)

where L is a loss function such as BPR [35] or binary cross-
entropy. After local training, each client uploads part of its
model parameters (denoted as Θu) to the server.

Server-side Federated Aggregation. The server aggregates
the uploaded parameters from a subset of clients. Let U∗ ⊂ U
denote the set of selected users at global round r. Let Θu,r
denote the parameters uploaded by client u ∈ U∗ at global
round r. The server computes the global model Θr+1 using
the FedAvg algorithm [36]:

Θr+1 =
1

|U∗|
∑
u∈U∗

Θu,r. (5)

The aggregated parameters Θr+1 are then distributed to all
clients for the next round of training or recommendation.

Privacy Setting. We assume each client u maintains a
private attribute set Tu (e.g., age, gender), which is not used
for predicting r̂ui during training. Each attribute t ∈ Tu has a
corresponding value µu,t ∈ RCt , where Ct is the category of
attribute t. Following [21], we also assume the existence of a
small set of privacy-insensitive users Uins, who voluntarily
share both their model parameters and attribute values. In
practice, such users commonly exist on open platforms where
data sharing is opt-in for personalized services or reward
programs (e.g., social media or e-commerce sites). These are
used to construct a public dataset:

Dpub = {(Θu, µu,t)|u ∈ Uins, t ∈ Tu}, (6)

TABLE I
SUMMARY OF NOTATIONS

Notation Description

U , I User set, Item set
U∗ Users selected for training
Uins Privacy-insensitive users
M,N Number of users and items
Su Interaction set of user u

xu, xi ID of user u, item i

rui, r̂ui True and predicted rating from u to i

Tu Private attribute set of user u
t ∈ Tu, µu,t Attribute and its value (e.g., age, gender)

fθreu ; fθiru
, fθiri

Privacy-relevant/irrelevant encoders

zre
u ;zir

u ,zir
i Privacy-relevant/irrelevant representations

hϕ Prediction layer
gψir

u,t
; gψFP

u,t
, gψIP

u,t
Privacy estimators for u of t

Dpub Public dataset with Uins’s data
Θu,r Uploaded parameters of user u on round r

Θr Aggregated parameters on round r

K Adversary’s knowledge
At Attack model for inferring attribute t

λir, λre Hyperparameters in loss function
α Learning rate

R,L Global rounds, local iterations

which is accessible to the server and all clients. This dataset
can facilitate downstream tasks, including attribute inference
and defense design.

B. Attribute Inference Attacks and Defense

1) Task 1 (Attributes Inference Attacks): In FedRec, an
adversary aims to infer a user’s private attribute value µu,t
(e.g., age or gender) for each sensitive attribute t ∈ Tu, based
on the user’s uploaded model parameters Θu. This constitutes
an Attribute Inference Attack (AIA).

Adversary’s Knowledge. We assume that the adversary
on the server is honest-but-curious [20] and possesses the
following prior knowledge K: (1) The model architecture and
uploaded parameters Θu for each client u ∈ U∗; (2) A public
dataset Dpub from privacy-insensitive users; (3) Each user’s
positively interacted items I ′u = {i′|ru,i′ = 1}, inferred by
analyzing the differences between client and server-side item
embeddings during training. Thus, K = {Θu, Dpub, I ′u}.

Adversary’s Objective. The adversary constructs attribute
attack classifiers {At | t ∈ Tu} to predict µu,t using K.
Specifically, Θu includes user/item encoder parameters. Each
attack model At takes as input: (1) The user encoder parameter
θu = Eu ∈ R1×d, and (2) the averaged parameters of posi-
tively interacted items θ∗u,i = Avg({Ei[i

′]|i′ ∈ I ′u}) ∈ R1×d,
where Ei[i

′] denotes the parameter of item i′ in item encoder.
The concatenated feature is [θu, θ∗u,i], which encodes attribute-
related preference patterns. The attack models are then trained
using features extracted from public data Dpub. After training,
the attack model is used to infer the attribute values of users
u ∈ U \ Uins:

µ̂u,t = At([θu, θ∗u,i]), (7)
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where µ̂u,t denotes the predicted value of attribute t for user
u. At is implemented via a 3-layer MLP model. This attack
process is repeated for each target attribute.

2) Task 2 (Defense against AIA): In this scenario, we
assume that the local client acts as the defender, applying a
defense strategy during model training to mitigate AIA risks.
The defense has two core objectives:

(1) Prevent attribute inference. The defender prevents the
recommender model from encoding sensitive attribute infor-
mation into the parameters uploaded to the server, thereby
reducing the adversary’s ability to perform attribute inference.

(2) Preserve the recommendation performance. The de-
fender ensures that the recommendation quality is not signifi-
cantly compromised while protecting attributes from inference.

C. Mutual Information Estimation

Mutual Information (MI) is a fundamental concept in infor-
mation theory that quantifies the amount of shared information
between two random variables. Formally, the MI between a
representation z and a private attribute µ is defined as:

I(z;µ) = H(µ)−H(µ | z),

where H(µ) is the entropy of µ, and H(µ | z) is the
conditional entropy of µ given z. The conditional entropy
H(µ | z) quantifies how much uncertainty about the private
attribute µ remains after observing z. A lower H(µ | z)
indicates that z provides more information about µ, reducing
this uncertainty. In other words, a higher MI I(z;µ) indicates
that the representation z contains more information about the
private attribute µ.

In our context, we decouple representations z into privacy-
irrelevant zir and privacy-relevant zre, generated by encoders
fθir and fθre . We aim to minimize the MI I(zir;µu,t) to
eliminate privacy information in θir, while maximizing MI

I(zre;µu,t) to retain attribute-related preferences in θre. The
detailed design is provided in Section III-A and III-B.

III. PROPOSED APPROACH

As illustrated in Figure 5, PARD consists of M clients and a
central server, and operates in two main phases: local training
and federated aggregation.

In the local training phase, each client jointly optimizes
three objectives: (1) A privacy-irrelevant representation learn-
ing objective (Section III-A) that learns user and item represen-
tations with minimized attribute leakage, supporting privacy-
preserving aggregation on the server. (2) A privacy-relevant
representation learning objective (Section III-B) applied only
to user representations, which encourages them to retain sensi-
tive attribute signals locally. Item representations are excluded
to reduce memory usage. (3) A recommendation objective
(Section III-C) that combines both types of representations
for accurate interaction prediction.

In the federated aggregation phase (Section III-D), each
client uploads only the privacy-irrelevant encoders, while the
privacy-relevant user encoder and the prediction layer remain
local. The server aggregates the uploaded parameters and then
distributes the updated model to all clients.

A. Privacy-irrelevant Representation Learning

To suppress the attribute µu,t information encoded in
representations, we introduce learn privacy-irrelevant repre-
sentation zir. This goal is formulated as minimizing the
MI: min I(zir;µu,t). Since both user representation zu and
the interacted items’ representations zi reflect sensitive user
attributes, we apply the learning objective to both.
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We first get the representation from user ID xu and item ID
xi, where the privacy-irrelevant user and item representations
are denoted as zir

u and zir
i :

zir
u = fθiru (xu), (8)

zir
i = fθiri (xi), (9)

where fθiru and fθiri represent the corresponding encoders, we
implement the encoders by embedding layers.

We then minimize the MI between representation and at-
tributes as the following MI objective:

min
θ
I(Zir

u,i;µu,t), (10)

Zir
u,i = [zir

u , z
ir
i ], (11)

where [·, ·] denotes feature concatenation. In the following, we
denote Zir

u,i as the two variables for simplicity.
To compute the intractable MI goal [33] in Equation (10),

we propose optimizing the variational CLUB (IvCLUB) upper
bound proposed in [37] as follows,

min
θ
I(Zir

u,i;µu,t) (12)

≤min
θ
IvCLUB(Z

ir
u,i;µu,t) (13)

=min
θ

Ep(Zir
u,i,µu,t)[log qψ(µu,t|Z

ir
u,i)]

− Ep(Zir
u,i)p(µu′,t)

[log qψ(µu′,t|Zir
u,i)]

(14)

≈min
θ

Ep(Zir
u,i,µu,t)

[
log qψ(µu,t|Zir

u,i)
]
, (15)

where qψ(µu,t|Zir
u,i) is a variational approximation to the

true posterior p(µu,t|Zir
u,i), and we realize the distribution

by a three-layer multi-layer perceptron (MLP), denoted as
privacy estimator gψir

u,t
(·). The privacy estimator gψt takes

representations as input and predicts the attribute µu,t. In
Equation (14), the second term represents the MI between
the representation pair (Zir

u,i) and negative samples µu′,t from
other users (u′ ̸= u). For implementation efficiency, we discard
this term and derive a simplified bound in Equation (15).
Following [22], we derive the objective as the cross-entropy
(CE) loss, and optimize the encoders through the client’s
private data Tu:

Lir = −
∑

µu,t∈Tu

CE(gψir
u,t

(Zir
u,i), µu,t), (16)

which encourages the learned representations to obfuscate
sensitive attributes, making them difficult for the privacy
estimator to predict.

In addition, realizing the goal of IvCLUB should satisfy a
specific condition to ensure qψ provides a valid approximation.
The condition of Equation (16) is derived as follows,

min
ψ

KL
(
p(Zir

u,i, µu,t) ∥ qψ(Zir
u,i, µu,t)

)
(17)

=min
ψ

Ep(Zir
u,i,µu,t)

[
log

p(µu,t|Zir
u,i)p(Z

ir
u,i)

qψ(µu,t|Zir
u,i)p(Z

ir
u,i)

]
(18)

=min
ψ

Ep(Zir
u,i,µu,t)

[
log p(µu,t|Zir

u,i)
]

− Ep(Zir
u,i,µu,t)

[
log qψ(µu,t|Zir

u,i)
] (19)

⇔max
ψ

Ep(Zir
u,i,µu,t)

[
log qψ(µu,t|Zir

u,i)
]
, (20)

where KL(p(·)||q(·)) is the Kullback–Leibler divergence be-
tween distribution p(·) and q(·). In Equation (19), the first
term Ep(·) [log p(·)] is independent of the estimator gψ , so
maximizing the second term suffices. To this end, we achieve
the condition by the following CE loss on public data Dpub

to train the privacy estimator:

Lcon =
∑

(Zir
u′,i′ ,µu′,t)∈Dpub

CE(gψir
u,t

(Zir
u′,i′), µu′,t), (21)

which encourages accurate prediction of attributes from their
privacy-irrelevant representations. In practice, we also include
user u’s own data for training the estimator.

Summary. The training of privacy-irrelevant representation
follows an adversarial learning paradigm: The privacy esti-
mator gψir

u,t
is trained to predict sensitive attributes from repre-

sentation via loss function Lcon (Equation (21)). Conversely,
the encoders fθiru and fθiri are optimized by Lir (Equation
(16)) to prevent the estimator from inferring attribute infor-
mation. Here, the estimator and the encoder pursue opposite
objectives, forming the adversarial learning paradigm.

B. Privacy-relevant Representation Learning

To ensure attribute information µu,t is effectively encoded in
representations, we introduce learn privacy-relevant represen-
tation zre. A straightforward approach to learning zre is to
learn dense embeddings directly from one-hot encoded user
attributes, i.e., zre = Emb(µu). However, this introduces
a significant privacy risk in federated settings. Since each
client only possesses attributes from a single user, learning
meaningful attribute embeddings would require aggregating
attribute information across multiple clients during training,
which inevitably leads to privacy leakage. Therefore, we de-
sign a privacy-relevant representation learning approach from
the MI estimation perspective.

To learn zre, we introduce a MI objective as
max I(zre;µu,t). This objective encourages zre to capture as
much attribute-relevant information as possible. In addition,
we aim for zre to maintain privacy-relevant features while
excluding privacy-irrelevant features exclusively. This design
prevents feature redundancy between zre and zir. To
achieve this, we introduce a conditional entropy objective
minH(zre|µu,t) that constrains zre’s feature diversity given
µu,t, forcing it to focus solely on attribute-related features.

We apply privacy-relevant representation learning only to
users, not items, as maintaining two item encoders would
incur prohibitive memory overhead. Specifically, we generate
a privacy-relevant user representation from user ID xu via:

zre
u = fθreu (xu), (22)

where fθreu is the privacy-relevant user encoder.
The representation zre

u is then optimized using two com-
plementary objectives:

max I(zre
u ;µu,t), minH(zre

u |µu,t). (23)

Forward Predictive Objective. Inspired by [38], we adopt
a forward predictive bound to approximate the mutual in-
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formation term I(zre
u ;µu,t) as the computation of mutual

information is intractable. The derivation is as follows:

min
θ
I(zre

u ;µu,t) (24)

=min
θ
H(µu,t)−H(µu,t|zre

u ) (25)

⇔min
θ
−H(µu,t|zre

u ) (26)

=min
θ

Ep(zre
u ,µu,t)[log p(µu,t|z

re
u )] (27)

≥min
θ

Ep(zre
u ,µu,t)[log qψ(µu,t|z

re
u )]. (28)

In Equation (25), H(µu,t) is a constant, thus can be removed.
We propose a variational distribution qψ to approximate the
true distribution, parameterized by a privacy estimator gψFP

u,t
.

We derive the objective in Equation (28) for the user encoder
as CE loss, and optimize the user encoder through the client’s
private data Tu with:

LFPre =
∑

µu,t∈Tu

CE(gψFP
u,t

(zre
u ), µu,t), (29)

which encourages zre
u to preserve attribute information that

facilitates accurate prediction.
To achieve Equation (29), the estimator gψFP

u,t
is trained

using public data Dpub via:

LFPcon =
∑

(zre
u′ ,µu′,t)∈Dpub

CE(gψFP
u,t

(zre
u′ ), µu′,t). (30)

Inverse Predictive Objective. To optimize the condi-
tional entropy minH(zre

u |µu,t) in Equation (23), we pro-
pose inverse predictive objective. Given H(µu,t|zre

u ) =
−Ep(zre

u ,µu,t)[log p(z
re
u |µu,t)], similar to Equation (26), we

use Ep(zre
u ,µu,t)[log qψ(z

re
u |µu,t)] as a lower bound:

min
θ
H(zre

u |µu,t)

=min
θ
−Ep(zre

u ,µu,t)[log p(z
re
u |µu,t)] (31)

⇔max
θ

Ep(zre
u ,µu,t)[log qψ(z

re
u |µu,t)], (32)

we approximate the true conditional distribution using another
estimator gψIP

u,t
, which takes attribute µu,t as input and output

the predicted representation zre
u .

We derive the objective in Equation (32) for the user encoder
as L2 loss, and optimize it with:

LIPre = ∥zre
u − gψIP

u,t
(µu,t)∥2. (33)

Importantly, the estimator gψIP
u,t

is trained only on public
data Dpub to prevent attribute leakage. The corresponding
training loss is:

LIPcon =
∑

(zre
u′ ,µu′,t)∈Dpub

∥zre
u′ − gψIP

u,t
(µu′,t)∥2. (34)

Summary. Our privacy-relevant representation learning in-
tegrates both forward and inverse predictive objectives. Con-
sequently, this can be viewed as a cooperative learning
paradigm: The forward predictive task encourages the esti-
mator to infer attributes µu,t from zre

u , while the inverse
predictive task encourages it to recover zre

u from µu,t. Here,

both encoder and privacy estimators share a common ob-
jective to strengthen the mutual predictability between zre

u

and µu,t. Together, these objectives guide the user encoder
fθreu to produce privacy-relevant representations that are both
informative and compact concerning user attributes.

C. Recommendation and Overall Objectives

Recommendation Objective. On the client side, the
privacy-aware representations are all participants in the rec-
ommendation process. Specifically, the predicted rating r̂ui of
user u on item i is computed by a prediction layer hϕ as
follows:

r̂ui = hϕ([z
ir
u , z

re
u , zir

i ]), (35)

where [·, ·] denotes feature concatenation. We implement hϕ
as a 3-layer MLP model.

The recommender is trained using the Binary Cross-Entropy
(BCE) loss over observed positive and negative interactions:

Lrec = −
∑

(u,i)∈S+
u

log r̂ui −
∑

(u,i′)∈S−
u

log(1− r̂ui′), (36)

where S+
u denotes the set of positive interactions (rui = 1),

and S−
u includes negative interactions (rui = 0).

Overall Optimization Process. The learning process on
each client contains two categories of learnable parameters:
the privacy estimators ψ, and the recommender model θ, ϕ. To
decouple their conflicting loss functions and stabilize training,
we adopt a two-stage optimization strategy.

First, we update the privacy estimators to maximize their
ability to infer sensitive attributes:

ψ∗ = argmin
ψ∗

(Lcon + LFPcon + LIPcon), (37)

where ψ∗ = {ψiru,t, ψFPu,t , ψIPu,t | t ∈ Tu}. During this step, the
privacy-aware representations are detached from the gradient
computation via stop-gradient operations, ensuring that only
the estimators are updated.

Next, we optimize the recommender model by jointly con-
sidering recommendation accuracy and privacy preservation:

θ∗, ϕ = argmin
θ∗,ϕ

(Lrec + λirLir + λre(LFPre + LIPre )), (38)

where θ∗ = {θreu , θiru , θiri }. During this phase, the stop gradient
operation is applied to privacy estimators gψ so that the
encoders are trained to either eliminate or preserve attribute
information in line with their respective objectives. Notably,
we need to train the privacy estimators gψ for each attribute
t ∈ Tu and eliminate privacy information for all attributes in
Equation (38).

D. Parameters Upload and Federated Aggregation

After local training on each client, model parameters are
uploaded to the server for aggregation. We denote the pa-
rameters uploaded by the client u in global round r as
Θu,r. To prevent privacy leakage, only the user and item
encoders of privacy-irrelevant representations are transmitted,
i.e., Θu,r = {θiru , θiri }.
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Algorithm 1: Federated Training Procedure of PARD
Input: U : Training user set, I: Item set, λir, λre:

Hyperparameters, η: Privacy-insensitive user
ratio, R: Global rounds, L: Local iterations

Output: θiri , θiru : Parameters of privacy-irrelevant
encoder, {θreu }u∈U , {ϕu}u∈U : Parameters of
client-side privacy-relevant user encoders and
prediction layers, ψ∗: Parameters of privacy
estimators

1 Initialize all parameters θiri , θiru , θreu , ϕu, ψ∗

2 Select privacy-insensitive users U ins by ratio η
3 for global round r = 0 to R− 1 do
4 Randomly select client subset U∗ ⊆ U
5 for each client u ∈ U∗ in parallel do
6 if r > 0 then

// Initialize client’s
parameters

7 θiru , θ
ir
i ← Θr

8 end
9 for local iteration l = 0 to L− 1 do

// Privacy estimator updates
10 Compute Lcon, LFPcon, LIPcon via (21,30,34)
11 Update ψ∗ via (37)

// Recommender updates
12 Compute Lrec via (36)
13 Compute Lir, LFPre , LIPre via (16,29,33)
14 Update θiru , θiri , θreu , ϕu via (38)
15 end

// Client-server communication
16 Upload Θu,r = {θiru , θiri } to server
17 Retain θreu , ϕu, ψ∗ on client
18 if u in U ins then
19 Upload θiru , θ

re
u , θ

ir
i and µu to dataset Dpub

20 end
21 end

// Federated aggregation on server
22 Θr+1 ← 1

|U∗|
∑
u∈U∗ Θu,r

23 Distribute Θr+1 to all clients
24 end

Inspired by [26], we retain the prediction layer hϕ locally
on each client to support personalized modeling, avoiding
the degradation of individual recommendation quality due to
global homogenization. In addition, a small fraction η of
clients (denoted as set Uins) voluntarily contribute their private
data as public knowledge, forming the shared dataset Dpub.

The server performs uniform aggregation over the uploaded
parameters using the FedAvg algorithm [36] in Equation (5) to
get Θr+1. This approach ensures fair contribution from each
participant. The aggregated global parameters Θr+1 are then
broadcast to all clients, including those not involved in the
current round, enabling system-wide knowledge sharing.

The full federated training procedure proceeds for R global
rounds, and its pseudocode is summarized in Algorithm 1.

TABLE II
STATISTICS OF THE THREE DATASETS.

Datasets ML-100k Taobao ML-1M

#Users 943 3,198 6,040
#Items 1,682 4,282 3,706

#Interactions 100,000 48,002 1,000,209
Sparsity 93.70% 99.65% 95.53%

Private
attributes

(#Categories)

Age (3),
Gender (2),

Occupation (21)

Age (7),
Gender (2)

Age (3),
Gender (2),

Occupation (21)

IV. EXPERIMENTS

A. Experimental Setup

1) Datasets: Following [21], [39], we use datasets: ML-
100k and ML-1M [40] and Taobao [41]. ML-100k and ML-
1M are collected through the MovieLens website, and each
user has at least 20 interactions. Taobao is collected from
Taobao’s recommendation system, and we excluded users and
items with less than 10 and 5 interactions, respectively. The
ML-100k and ML-1M have age, gender, and occupation as
private attributes with 3, 2, and 21 categories, respectively,
and Taobao includes age and gender with 7 and 2 categories.
The statistical information is summarized in Table II.

2) Evaluation Metrics: (1) Recommendation-Related
Metrics. Following the leave-one-out strategy in [2], we use
Recall (R@K) to measure the proportion of test items in top-
K recommendations and Normalized Discounted Cumulative
Gain (N@K) to evaluate ranked positions, emphasizing higher-
ranked items. (2) Privacy-Related Metrics. As in [21], [22],
privacy is evaluated via attribute inference attacks. For binary
attributes (e.g., gender), AUC measures the probability that
positive samples rank higher than negatives. For multi-class
attributes (e.g., age), micro-F1 balances class imbalances, with
lower scores indicating better privacy protection.

3) Base Recommender Models: We implement PARD and
all baselines within the following federated recommendation
(FedRec) paradigms: (1) FedNCF [24]: This model extends
Neural Collaborative Filtering (NCF) [2] to a federated learn-
ing setting. User embeddings are treated as private and are
updated locally on each client, while item embeddings and
the prediction layer are shared and collaboratively updated via
server-side aggregation. (2) FedGCN: We extend LightGCN
[42] to the federated learning framework. Each client trains
the local LightGCN with the first-order interaction subgraph.
We implement the FedGCN model following [21].

4) Compared Models: We compare the recommendation
performance and privacy-preserving capability of PARD with
the following categories. (1) Random Attack. (2) Base Fe-
dRec: FedAvg [36]. (3) Performance-focused FedRec: PFe-
dRec [27]. (4) Privacy-focused FedRec: Early-stop, APM
[21], UC-FedRec [22]. The detailed information of these
methods is as follows, and unless otherwise noted, clients
upload item embeddings and the prediction layer to the server
during training.

• Random Attack: A naive attacker that predicts the target
user’s attribute by the distribution of that attribute in
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TABLE III
PERFORMANCE COMPARISON OF VARIOUS MODELS IN RECOMMENDATION. FOR “PRIVACY”, THE TOP RESULT IS BOLDED AND THE SECOND-BEST IS

UNDERLINED. FOR “UTILITY”, FOCUSING ON THE PERFORMANCE LOSS OF PRIVACY-PRESERVING ALGORITHMS, ONLY THESE ALGORITHMS ARE
MARKED, EXCLUDING BASIC FEDREC MODELS. FOR ACRONYMS USED, “GEN” REFERS TO GENDER, AND “OCC” MEANS OCCUPATION.

Methods ML-100k ML-1M Taobao
Privacy (↓) Utility (↑) Privacy (↓) Utility (↑) Privacy (↓) Utility (↑)

Base Protection Age Gen Occ R@10 N@10 Age Gen Occ R@10 N@10 Age Gen R@10 N@10

Random Attack 0.4026 0.5151 0.0834 - - 0.4245 0.5056 0.0743 - - 0.2301 0.5026 - -

FedNCF

FedAvg 0.6371 0.7348 0.2411 0.6277 0.3478 0.7032 0.8251 0.1952 0.1685 0.0867 - - 0.0638 0.0321
PFedRec 0.6530 0.7454 0.2384 0.6267 0.3638 0.7034 0.8052 0.1960 0.1677 0.0842 0.3978 0.5929 0.1748 0.1215

Early-stop 0.6132 0.7201 0.2411 0.5536 0.3023 0.6819 0.8065 0.1889 0.1318 0.0659 - - - -
APM 0.6013 0.6970 0.2238 0.5535 0.3041 0.6774 0.7991 0.1858 0.1301 0.0655 - - - -
UC-FedRec 0.6185 0.7260 0.2305 0.6299 0.3629 0.6639 0.7674 0.1757 0.1639 0.0824 0.3861 0.5302 0.1647 0.0998

PARD 0.5828 0.5777 0.2079 0.6331 0.3697 0.6169 0.7370 0.1691 0.1808 0.0923 0.3540 0.4405 0.1829 0.1125

FedGCN

FedAvg 0.6238 0.6972 0.2212 0.6235 0.3517 0.6838 0.8033 0.1867 0.1536 0.0776 0.4674 0.6135 0.1754 0.0990
PFedRec 0.6411 0.7323 0.2278 0.6246 0.3550 0.6790 0.7908 0.1861 0.1553 0.0779 0.4068 0.5793 0.1757 0.1338

Early-stop 0.6079 0.6861 0.2278 0.5864 0.3227 0.6604 0.7882 0.1794 0.1303 0.0649 0.4642 0.6328 0.1376 0.0734
APM 0.6066 0.6738 0.2265 0.5864 0.3224 0.6480 0.7751 0.1753 0.1298 0.0660 0.4482 0.6165 0.1372 0.0728
UC-FedRec 0.6013 0.7241 0.2331 0.6225 0.3520 0.6629 0.7786 0.1856 0.1578 0.0797 0.4189 0.5548 0.1651 0.0945

PARD 0.5960 0.5961 0.2185 0.6257 0.3680 0.6256 0.7170 0.1623 0.1636 0.0826 0.3513 0.4525 0.1764 0.1122

the public dataset Dpub. This serves as a lower-bound
reference for attribute inference accuracy.

• FedAvg [36]: A standard federated learning algorithm
where clients locally train models and upload updates
to a central server, which performs average pooling to
obtain a global model.

• PFedRec [27]: A performance-focused federated recom-
mender that keeps the prediction layer entirely local to
each client for learning personalized user preferences.
The global item embeddings are downloaded from the
server and then fine-tuned locally. Only item embeddings
are uploaded to the server, reducing the privacy exposure
of user-specific parameters.

• Early-stop: This approach halts model training at an
early stage to reduce the risk of memorizing sensitive user
information. By avoiding overfitting, it mitigates potential
privacy leakage through over-trained model parameters.

• APM [21]: This method investigates which components
of FedRec (user embeddings, item embeddings, predic-
tion layers) contribute to privacy leakage. It then applies
adaptive differential privacy mechanisms to each com-
ponent with module-specific privacy budgets, balancing
utility and privacy.

• UC-FedRec [22]: It introduces adversarial training via
surrogate attackers that aim to infer private attributes from
user embeddings. These attackers are trained jointly with
the recommender model by public data from privacy-
insensitive users (Uins). It upload privacy-preserving user
embeddings and item embeddings to the server.

5) Implementation Details: We adopt the standard FedRec
paradigm with parameter-exchange architecture (consistent
with [21], [22]), using SGD for optimization. Key settings
include: embedding dimension 64, learning rate 0.5, batch size
256, and 1 local iteration per communication round (L = 1).
For APM, we apply additive Laplace noise with factors
{0.017, 0.033} as recommended. Privacy estimators are 3-
layer MLPs trained via SGD (lr = 0.1), with loss coefficients

λir, λre selected via grid search over {0.1, 0.3, 0.5, 0.7, 0.9}.
The proportion of privacy-insensitive users in Dpub is set to
η = 0.2, contributing both model parameters and attribute
labels. For fair comparison, PFedRec and UC-FedRec are
tuned to match FedAvg’s recommendation performance, while
Early-stop is calibrated to align with APM’s utility level.
This categorizes PFedRec/UC-FedRec as minor-utility-loss
privacy methods and APM/Early-stop as strong-privacy-with-
degradation baselines.

B. Privacy Evaluation

We apply PARD to two representative FedRec models
(FedNCF and FedGCN) and compare its privacy-preserving
and recommendation performance against various baselines,
as summarized in Table III. On the Taobao dataset under
the FedNCF paradigm, some entries (e.g., FedAvg, Early-
stop, and APM) are marked as “-” because the user-item
interaction matrix is extremely sparse. Under this high sparsity,
FedAvg-based FedNCF fails to converge, making both utility
and privacy evaluations unreliable. As Early-stop and APM
are built upon this framework, they also cannot be effectively
trained. Therefore, their results are omitted in this case. From
Table III, our observations are as follows.

First, base FedRec (FedAvg) and performance-focused Fe-
dRec (PFedRec) achieve strong recommendation performance
but are most vulnerable to attribute inference attacks. This is
because their uploaded parameters fully encode user behavior
patterns and users’ privacy-coupled preferences, inevitably
leaking private user information. PFedRec slightly improves
privacy by retaining the prediction layer locally, but still
uploads item embeddings containing privacy information.

Second, Early-stop and APM are designed to improve
privacy protection. Early-stop prevents models from overfit-
ting to user-specific signals, while APM adds differentially
private noise to sensitive components. Between the two, APM
generally achieves better privacy protection under the same
utility level, especially for the more sensitive attribute “Age”
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TABLE IV
ABLATION STUDY ON THE DECOUPLED LEARNING GOALS.

Strategy ML-100k Taobao
Age R@10 Age R@10

(0) Base (PARD w/o both) 0.6424 0.6405 0.4091 0.1836

(1) Base + privacy-irrelevant learning 0.5841 0.6277 0.3544 0.1745
(2) Base + privacy-relevant learning 0.6411 0.6426 0.4115 0.1854
(3) Base + both (PARD) 0.5828 0.6331 0.3540 0.1829

on ML-100k and ML-1M. This shows the effectiveness of
adaptive differential privacy. However, APM still leaks some
private signals and suffers a noticeable utility drop.

Third, UC-FedRec employs adversarial learning to suppress
sensitive information in user embeddings. Compared to Fe-
dAvg, it consistently enhances privacy protection across all
datasets and models, while incurring less utility degradation
than APM and Early-stop. This makes UC-FedRec a strong
baseline for balancing privacy and recommendation accuracy.
However, its privacy-preserving performance is not consis-
tently the second-best. This limitation arises because UC-
FedRec assumes that only user embeddings contain sensitive
information and focuses solely on purging privacy signals from
them, while overlooking the potential leakage through item
embeddings associated with user interactions.

Fourth, PARD consistently achieves the best privacy-
preserving performance across all settings, often outperform-
ing all baselines by a large margin. This is because PARD
ensures that the uploaded parameters are privacy-irrelevant,
while the potentially sensitive but utility-relevant signals are
retained in the local model. Remarkably, this privacy advan-
tage does not sacrifice utility-instead, PARD outperforms other
methods in recommendation accuracy as well.

Specifically, PARD even surpasses vanilla FedRec in recom-
mendation performance. This is due to its more personalized
design: by keeping the privacy-relevant user encoder and
prediction layer entirely local, PARD avoids the limitations
of globally shared representations that fail to capture user-
specific signals. This suggests that privacy-preserving design
can also enhance personalization.

Furthermore, on Taobao, the gender attack performance
against PARD drops below the random attack baseline, in-
dicating that the local models in PARD may learn to retain
misleading privacy patterns, confusing potential attackers.

C. Ablation Study

To better understand the contribution of each component
in our decoupled learning framework, we conduct an ablation
study by selectively disabling the two learning objectives in
PARD, as shown in Table IV. Specifically, we analyze the
following variants:

• Base (w/o both): Removes both privacy-irrelevant and
privacy-relevant learning goals. This acts as the backbone
model without any decoupling design.

• Base + privacy-irrelevant learning: Adds only the privacy-
irrelevant learning objective.

• Base + privacy-relevant learning: Adds only the privacy-
relevant learning objective.
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Fig. 6. Effect of decoupled learning coefficients.

• Base + both (PARD): Full model with both objectives.
We summarize the key observations below:

First, comparing (1) with the Base, we observe a substantial
improvement in privacy protection (Age AUC drops from
0.6424 to 0.5841) with a reduction in recommendation ac-
curacy (R@10 drops from 0.6405 to 0.6277). This confirms
the effectiveness of the privacy-irrelevant learning objective in
reducing the mutual information between uploaded parameters
and private attributes. However, removing private information
comes at a minor cost to utility.

Second, comparing (2) with the Base shows that applying
only privacy-relevant learning slightly improves the recom-
mendation performance (R@10 improves from 0.6405 to
0.6426), but does not improve privacy (Age AUC remains
high at 0.6411). This indicates that while privacy-relevant
learning helps recover recommendation utility, it alone does
not suppress private signal leakage, as no explicit privacy-
minimization is enforced.

Third, combining both objectives in (3) yields the best trade-
off: Age AUC further drops to 0.5828, while the accuracy of
the recommendation reaches 0.6331, outperforming both (1)
and (2). This demonstrates the complementary roles of the two
learning objectives. Moreover, (3) slightly outperforms (2) in
R@10, showing that privacy-relevant learning can effectively
compensate for the utility degradation caused by (1).

Finally, the recommendation performance gap between Base
and (3) suggests that privacy-irrelevant learning may also
eliminate some item-side privacy-relevant signals, which can-
not be locally recovered efficiently due to storage constraints
(e.g., limited ability to storage privacy-relevant item repre-
sentations). Addressing this limitation (e.g., via partial item
personalization) is left as future work.

D. Effect of Hyper-parameters

We study the impact of the decoupled learning coefficients
in PARD, namely the privacy-irrelevant coefficient λir and the
privacy-relevant coefficient λre. These two hyperparameters
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TABLE V
EFFECT OF THE RATIO OF Uins ON ML-100K OF FEDNCF.

Ratio η Models Privacy
Age Gen Occ

0.1
FedAvg 0.5948 0.7350 0.2179
APM 0.6042 0.6935 0.2085
PARD 0.5795 0.6391 0.1731

0.2
FedAvg 0.6371 0.7348 0.2411
APM 0.6013 0.6970 0.2238
PARD 0.5828 0.5777 0.2079

0.3
FedAvg 0.6520 0.7547 0.2330
APM 0.6112 0.6970 0.2269
PARD 0.5900 0.6543 0.2239

are designed to control the extent of privacy suppression and
utility enhancement, respectively.

To evaluate their effect, we report: (1) Defense Effectiveness,
the relative reduction in AIA accuracy, measuring how well
privacy-relevant information is suppressed (Fig. 6 (a), varying
λir). (2) Utility Improvement, the relative gain in recommen-
dation performance, measured by Recall@10 and NDCG@10
(Fig. 6 (b), varying λre).

1) Effect of Privacy-Irrelevant Coefficient λir: As shown
in Fig. 6 (a), increasing λir generally improves defense effec-
tiveness across both datasets, indicating stronger suppression
of private signals in the uploaded representations. However,
the degree of improvement varies by attribute: For Gender,
defense effectiveness steadily improves with larger λir on both
datasets, reflecting its binary and relatively easy-to-remove
nature. For Age, performance peaks at moderate values of λir
(e.g., 0.3 or 0.5), then plateaus (ML-100k) or drops sharply
(Taobao). This suggests over-suppressing may cause the model
to misallocate learning focus, hurting the obfuscation of more
complex attributes.

These trends highlight that while a higher λir strength-
ens privacy protection, overly large values may introduce
imbalance, especially for attributes with higher cardinality.
Practically, a moderate λir offers better overall protection.

2) Effect of Privacy-Relevant Coefficient λre: Fig. 6 (b)
shows that increasing λre consistently enhances recommen-
dation utility, particularly Recall@10. The gains are more
pronounced on the Taobao dataset, suggesting that emphasiz-
ing privacy-relevant representations effectively captures user-
specific preference signals.

However, the performance plateaus when λre = 0.7 in ML-
100k and λre = 0.3 in Taobao, indicating that most of the
utility benefit has been captured by that point. Beyond this, ad-
ditional emphasis on privacy-relevant components contributes
diminishing returns and may even slightly harm performance

3) Summary: Overall, these findings suggest that carefully
balancing λir and λre is crucial. For instance, moderate λir
helps suppress privacy signals without harming difficult at-
tributes, while increasing λre improves recommendation utility
up to a point.

E. In-depth Analysis
1) Public data ratio η: Table V reports the privacy protec-

tion performance under varying ratios η of insensitive users
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Fig. 7. Vulnerability of different representations.

Uins, which reflects the amount of public data accessible to the
attacker. As η increases from 0.1 to 0.3, all models experience
degraded privacy protection, since the attacker can exploit
more labeled data to train stronger inference models.

Despite this, PARD consistently outperforms FedAvg and
APM across all attributes and ratios, demonstrating its robust-
ness even under stronger attacker assumptions. Notably, the
performance degradation of PARD is relatively moderate, es-
pecially on sensitive attributes like Age and Gender, indicating
that the decoupled learning strategy generalizes well against
adversaries with increasing prior knowledge.

2) Privacy study on decoupled representations: To ver-
ify whether PARD successfully decouples privacy-relevant
and privacy-irrelevant information, we conduct AIA on: (1)
privacy-irrelevant user embeddings zir

u , (2) combined privacy-
irrelevant user and item embeddings zir

u , z
ir
i , and (3) privacy-

relevant user embeddings zre
u . Fig. 7 demonstrates the AIA

results on multi-attributes and two datasets.
We observe that AIA accuracy on zir

u is close to random
guessing, suggesting effective removal of sensitive signals
from the user’s privacy-irrelevant representation. Incorporating
zir
i leads to similar or slightly lower inference accuracy,

suggesting that privacy leakage is also mitigated in the privacy-
irrelevant item embeddings. In contrast, zre

u yields high AIA
accuracy, demonstrating that privacy-relevant signals are pre-
served in this embedding.

These results validate the effectiveness of our decoupled
representation design: privacy-irrelevant components suppress
attribute leakage, while privacy-relevant components retain
user-specific signals essential for personalization. This con-
firms that PARD achieves both privacy preservation and utility
retention through explicit decoupling of representations.

V. RELATED WORK

A. Privacy Risks in Recommender Systems

In this section, we categorize the privacy risks in Rec-
ommender Systems (RSs) into two categories: direct and
indirect privacy risks, as detailed in [43]. Direct privacy risks
occur when the adversary gains access to users’ actual private
data. Indirect privacy risks, conversely, involve the adversary
inferring or guessing information without direct data access.

Direct privacy risks often materialize when RSs, either
intentionally or unintentionally, collect users’ private data for



11

training the recommender model [19], [25]. This exposes
users’ personal attributes, users’ location information, and
interaction histories to potential adversaries.

Regarding indirect privacy risks, adversaries lack direct
access to private data. Recent research [23], [44], [45] has
shown that model parameters tend to “memorize” features or
attributes from the training data. As a result, adversaries can
infer users’ private information by accessing the recommender
model’s parameters [34] or its output [46]. This process is
known as privacy inference attacks, which can be further
classified into two major categories: (1) Membership Inference
Attacks (MIA) [47], [48] determine whether specific user data
or user-item interactions were used during the training of the
recommender model. For instance, [46], [49] have revealed
the identities of users involved in the training, while [34],
[50] have inferred user-item interactions in both federated
and general recommender systems. Related studies [51], [52]
have explored similar inference tasks in different contexts,
such as predicting user location interactions or trajectories.
(2) Attribute Inference Attacks (AIA) aim to deduce sensitive
user attributes (e.g., age, gender, location) from the model’s
parameters, even when such attributes are not explicitly part of
the training data. For example, [23] designed an RNN module
to infer attributes from user and item embeddings in general
recommenders, and [53] uncovered attribute leakage in graph-
based recommenders. Recent works [21], [22] have further
demonstrated attribute privacy risks in FedRec.

Our work focuses on attribute privacy issues. Although these
vulnerabilities have been studied in general recommender
systems, the development of effective defense mechanisms in
FedRec remains an open area of research.

B. Federated Recommender Systems

FedRec have emerged as a privacy-preserving solution to
the direct privacy leakage problems associated with centralized
recommender systems, leveraging the power of Federated
Learning (FL) frameworks [20].

FedRec methods can be divided into three categories: (1)
Base FedRec: Early efforts in FedRec focused on adapting
traditional recommendation algorithms to the federated set-
ting. For example, FCF [16] adapted Collaborative Filtering
(CF) to the FedAvg [36] algorithm, and FedMF [19] used
homomorphic encryption to protect gradient privacy in matrix
factorization. Neural network-based approaches, such as Fed-
NCF [24], extended Neural Collaborative Filtering (NCF) to
FL, while FedPerGNN [25] and FeSoG [29] integrated graph
structures into FL to capture high-order user-item correlations.
Other studies have concentrated on improving the efficiency of
FedRec [54], [55]. (2) Performance-focused FedRec: More
recently, personalization has become a key focus. PFedRec
[26] eliminated shared user embeddings in favor of local
score functions, CoFedRec [28] used clustering to group users
by preferences, and GPFedRec [27] aggregated user relation
graphs for personalized item embeddings. Despite FedRec’s
ability to achieve good recommendation performance with-
out accessing users’ data, (3) privacy-focused FedRec [23],
[44] has shown that model parameters can “memorize” data

features and attributes. As a result, uploading parameters or
gradients to the server can still lead to indirect privacy leakage.
[21], [22] have demonstrated that uploaded parameters can
disclose users’ private attributes, even when these attributes
are not used in training. [34] and [51], [56] have explored
methods to uncover user-item interactions or locations from
uploaded parameters.

Our work specifically addresses the indirect privacy leakage
of user attributes in FedRec. Although these vulnerabilities
have been previously investigated, the development of effective
defense mechanisms in FedRec remains in its early stages.

C. Defenses Against Attribute Inference Attacks

Existing defenses against attribute inference attacks in RS
can be grouped into the following categories: (1) Adversar-
ial learning [22], [23], [57], [58]: This approach trains the
original recommender model with a surrogate attacker. The
surrogate attacker attempts infer sensitive attributes, com-
pelling the recommender model to adapt its parameters to
thwart such inferences. (2) Differential privacy [21], [53]:
It safeguards against attribute leakage by adding noise to
either user data before training or model parameters during
training. The noise is carefully calculated to mask the true
value of sensitive information while still allowing the model
to learn relevant patterns. (3) Data modification [59], [60]:
This strategy misleads attackers by either injecting dummy
interactions or modifying the values of attribute information.
(4) Post-training unlearning [30], [32], [61]: After the initial
training, this method introduces regularization-based loss (e.g.,
minimizing distributional distances between attribute groups of
user embeddings to make users indistinguishable) during the
post-training phase.

Current defense mechanisms, while effective in protecting
privacy, often come at the cost of reduced recommendation
quality, as user attribute information is unlearned or perturbed
from user representations. Our work addresses this issue by
introducing a representation decoupling method. This method
decouples privacy-relevant and privacy-irrelevant representa-
tions, keeping sensitive parameters local and only sharing
insensitive parameters with the server. This approach ensures
both personalized recommendations and user privacy.

VI. CONCLUSION AND FUTURE WORK

In this paper, we present PARD, a novel privacy-aware
representation learning framework for federated recommen-
dation systems. PARD introduces a decoupled representa-
tion mechanism that decouples representations into privacy-
relevant and privacy-irrelevant components. This decoupling
allows the model to preserve attribute-related preference sig-
nals on privacy-relevant components while suppressing private
attribute leakage on privacy-irrelevant components, achieving
a better balance between privacy and utility. Extensive ex-
periments on multiple datasets demonstrate the superiority
of PARD over state-of-the-art methods in defending against
attribute inference attacks while maintaining or improving
recommendation performance.
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For future work, we plan to explore space-efficient de-
coupling of item-side representations to further improve the
scalability and efficiency of our approach. In addition, we are
interested in developing adaptive mechanisms that dynamically
adjust the decoupling strength based on attribute sensitivity
and client behavior.
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